Kent Fraud Alert System

Employment Scams

We have had a number of reports recently where people have been victims of
employment scams which have been a combination of applying for a job that

T0 STOP FRAUD'

they have seen on social media or being approached directly, as a result of the victim has placing

their CV on line.

The Fraudsters will normally state that they are an agency and as such
work on a commission basis and in order to secure you the job, will
request you pay various fees. They may also ask you for bank account
details to arrange setting up salary payments.

However, there is no job and any fees paid go straight to the fraudsters.

The following will take you to the Action Fraud web site which has more
information on how these scams work and how to protect yourself.

Employment fraud | Action Fraud

If you think that you may have been a victim of this or any other type of
scam, then contact your Bank immediately, which you can do by calling
159 and report it to Action Fraud at www.actionfraud.police.uk or call
0300 123 2040.

Job Scam Warning Signs
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Preventing fraud

Together,
let's stop
scammers.

Remember, ABC:
“ never Assume

“ never Believe

“ always Confirm

Get the latest
scam advice: ,

@KentPoliceECU

Report a non-urgent crime online www.kent.police.uk/report

Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g


https://www.actionfraud.police.uk/a-z-of-fraud/employment-fraud
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Latest PayPal Phishing Scam

Watch out for the latest PayPal phishing email, that exploits their “Request To STOP I:RAUD
Money” feature and attempts to frighten you into calling a malicious telephone
number so that the fraudsters can obtain your financial data.

To find out more about this and other PayPal scams, visit the below site for further details.

Learn to Recognize Scams and How to Avoid Them | PayPal TC

Forward this or any suspicious email to report@phishing.gov.uk Preventlng fraud

If you think that you may have been a victim of this or any other type of
. . . . Together,

scam, then contact your Bank immediately, which you can do by calling let’s st

159 and report it to Action Fraud at www.actionfraud.police.uk or call _E s slop

0300 123 2040. scammers.

Remember, ABC:
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“ never Believe

“ always Confirm
scam reported 275 times s s you & money request Get the |atest

PayPal ‘request money’ [

The scam exploits PayPal's 'request money' feature to try and scare
people into calling a malicious phone number and giving away their
personal information. The emails arrive from a legitimate Paypal email
address, often claiming that the recipient's PayPal account was used
for a fraudulent transaction. The goal of the email is to get the recipient
to call the phone number provided in the email

scam advice: ,

—— @KentPoliceECU

If you have doubts about @ message, contact the organisation directly.
Don't use the numbers or address in the message - use the details from their

official website, Your bank (or any other official source) will never ask you to
supply personal information via email H —

Spotted a suspicious email? Forward it to the Suspicious Email Reporting

Contacting Kent Police

Report a non-urgent crime online www.kent.police.uk/report

Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g



https://www.paypal.com/tc/webapps/mpp/security/common-scams
mailto:report@phishing.gov.uk
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BT Phishing Scam

Another phishing email to look out for, this time BT. Action Fraud have received To STOP I:RAUD
numerous reports of these emails, which state your bill is ready to pay and requests you click on a

link. This will take you to a genuine looking website, where not only will it steal your personal and
financial information but also your BT log in details.

If you are unsure always contact the organisation directly using a trusted number but not one
provided in their email.

You can visit the below BT website for further information.

How to report abuse and phishing | BT Help Preventing fraud

If you think that you may have been a victim of this or any other type
of scam, then contact your Bank immediately, which you can do by Together,
calling 159 and report it to Action Fraud at www.actionfraud.police.uk let's stop
or call 0300 123 2040. scammers.

Remember, ABC:
“ never Assume
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Your monthly bill

Action Fraud has received 676 reports in two weeks relating
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. is ready
to fake emails purporting to be from BT. The emails commonly aay
use the subject line "Your bill is ready” and provide a link that G h |
can be used to make a payment. The links in the emails lead to Date: 10 February, 2023 'Elt t ela te St
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i Dot use the numbers or address in the message - use the details from E log in, you'll need your BT ID (it's at the bottom of this
| their official website. Your bank (or any other official source) will never | emall),
| ask you to supply personal information via email H
J:-- Spotted's ispicious Sini? Forvard & to the Sspicious Sinal | It's time to view and pay your bill for between 10/2/2023
| Reporting Service (SERS) - reportaphishing.gov.uk ! and 1032023,

Contacting Kent Police

Report a non-urgent crime online www.kent.police.uk/report

Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g



https://www.bt.com/help/security/how-to-report-abuse-and-phishing
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Disney+ streaming service phishing Email

Lookout for phishing emails offering a “98% discount” on subscriptions to the To STOP I:RAUD
Disney+ streaming service, it’s a scam. You will be asked to click on a link that is
designed to steal your personal and financial data.

98% discount!! Remember if it sounds too good to be true then it
probably is. Preventing fraud
For further details visit the following by Which,
Together,

let's stop
sCcammers.
AUV  Remember, ABC:

159 and report it to Action Fraud at www.actionfraud.police.uk or call “ never Assume
0300 123 2040.

Beware of this fake Disney+ phishing email - Which? News

Forward this or any other suspicious email to report@phishing.gov.uk

“ never Believe

” always Confirm

Get the |latest
scam advice: ’

@KentPoliceECU

Contacting Kent Police
Report a non-urgent crime online www.kent.police.uk/report

Ke n t Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
- In an emergency, if crime is in progress or life is in danger call 999
PO I IC e If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g


https://www.which.co.uk/news/article/beware-of-this-fake-disney-phishing-email-aGWc96B6c95n?utm_campaign=UPDATE&utm_content=1677338940&utm_medium=social&utm_source=twitter
mailto:report@phishing.gov.uk
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Puppy/Kitten Scams

We have had several reports recently in Kent of people buying puppies and T0 STOP FRAUD
kittens online, only to find out that it is a scam.

Are you thinking about getting a new puppy or kitten? If so, do you know the signs of this
scam? If not, visit the below Action Fraud website with information on how to protect yourself,

Paws for thought when buying a pet online | Action Fraud

. - . Preventing fraud
If you think that you may have been a victim of this or any other type of

scam, then contact your Bank immediately, which you can do by calling
159 and report it to Action Fraud at www.actionfraud.police.uk or call Together,
0300 123 2040. let's stop
sCcamimers.

Remember, ABC:
“ never Assume

“ never Believe

“ always Confirm

Get the latest
scam advice: ,

@KentPoliceECU

Contacting Kent Police
Report a non-urgent crime online www.kent.police.uk/report

Ke n t Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
- In an emergency, if crime is in progress or life is in danger call 999
PO I IC e If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g


https://www.actionfraud.police.uk/petfraud

