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Kent Fraud Alert System 

 

Cost of Living Scam – Fake text Message 

This week we had a report from a member of the public who had received a text message from criminals 

impersonating the Home Office, with regards to Winter Fuel payments. They were asked to click on a link to 

be directed to a website, where they could update their bank details to receive their benefit. The intended 

victim realised it was a scam and contacted the Police.  

The link in the text would have taken the intended victim to a website under 

the control of the criminals where they would have stolen their personal and 

financial data. 

You can report Scam text messages by forwarding to 7726. 

If you think that you may have been a victim of this or any other type of scam, 

then contact your Bank immediately, which you can do by calling 159 and 

report it to Action Fraud at www.actionfraud.police.uk  or call 0300 123 2040.  

For further information about Fraud, visit our website at Advice about fraud | 

Kent Police  
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Rogue Traders 

We have seen several reports of Rogue Traders operating across the county, 

particularly the Thanet area.  

Please be wary of cold callers offering to undertake work on your property as 

this work may not be necessary or may not be completed to a satisfactory 

standard and you may be overcharged and out of pocket. 

If seeking a tradesperson to undertake some work on your property, please 

remember to always: 

• Obtain at least three written quotes. 

• Ask family and friends for recommendations. 

• Agree payment arrangements and start and finish dates in writing 

beforehand. 

• Never pay in full until you are completely satisfied with the work. 

If you think that you may have been a victim of this or any other type of scam, 

then contact your Bank immediately, which you can do by calling 159 and 

report it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040. 

For further information about Fraud, visit our website at Advice about fraud | Kent Police  
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Starbucks Fake Email Scam 

Action Fraud have recently received over 900 reports about a fake email offering free Starbucks coffee gift 

sets and all you needed to do was click on a link within the email. 

However, clicking the link would only take you to a realistic looking website 

under the control of the criminals, where they would look to steal you personal 

and financial data. 

Remember our ABC message of fraud awareness and Never Assume or Believe 

a message etc. is genuine but always Confirm. So, if unsure, then contact the 

company using a trusted number, not one supplied within an email or text 

message. 

If you get an email like this or any other suspicious looking emails, you can 

report these by forwarding to report@phishing.gov.uk  

If you think that you may have been a victim of this or any other type of scam, 

then contact your Bank immediately, which you can do by calling 159 and 

report it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040.  

For further information about Fraud, visit our website at Advice about fraud | 

Kent Police 
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Charity fraud 

Criminals may take advantage of our generosity when giving to charity. They may claim to be raising money 

for a fake charity or impersonate a well-known one. 

When you meet a fundraiser in-person, check their credentials: 

• Street collectors should wear an ID badge that is clearly visible. 

• Any collection buckets should be sealed and undamaged. Most fundraising materials should feature 

a charity’s name, registration number and a landline phone number. 

• If in doubt, ask for more information – a genuine fundraiser should be 

happy to answer your questions. 

When giving online, make sure the charity is genuine before giving any 

financial information: 

• Type in the charity website address yourself, rather than clicking on a 

link, and look for the registered charity number on the website. 

• Do not click on the links or attachments in suspicious emails. 

• Never respond to unsolicited messages or calls that ask for your 

personal or financial details. 

• Beware of any online advertisements that just feature a mobile 

number. 

• Ignore requests to donate through a money transfer company as this 

is a popular scam. 

• Only donate to online fundraising pages created by a person or 

organisation you know and trust. If in any doubt, contact the charity 

directly. 

 

If you think that you may have been a victim of this or 

any other type of scam, then contact your Bank 

immediately, which you can do by calling 159 and 

report it to Action Fraud at www.actionfraud.police.uk 

or call 0300 123 2040.  

For further information about Fraud, visit our website 

at Advice about fraud | Kent Police 
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Fake Fixed Penalty Charges 

Just a reminder about these fake text messages. 

The below parking fine or commonly known as a penalty charge notice is still 

being received via text messages across the county and is a SCAM.  

Do not click on the link, as it is designed to take you to a realistic website under 

the control of the criminals where they will look to steal your personal and 

financial data. 

If you are not sure if a text message is genuine, then always apply our Scam 

Awareness message ABC, which is never Assume or Believe a message is genuine 

but always Confirm. In other words, contact the sender by using a trusted phone 

number.  

You can report Scam text messages by forwarding to 7726. 

 

 

 

If you think that you may have been a victim of this or any 

other type of scam, then contact your Bank immediately, 

which you can do by calling 159 and report it to Action 

Fraud at www.actionfraud.police.uk or call 0300 123 2040.  

For further information about Fraud, visit our website at 

Advice about fraud | Kent Police 
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