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T0 STOP FRAUD

Cost of Living Scam — Fake text Message

This week we had a report from a member of the public who had received a text message from criminals
impersonating the Home Office, with regards to Winter Fuel payments. They were asked to click on a link to
be directed to a website, where they could update their bank details to receive their benefit. The intended
victim realised it was a scam and contacted the Police.

The link in the text would have taken the intended victim to a website under
the control of the criminals where they would have stolen their personal and

financial data. Preventing fraud

You can report Scam text messages by forwarding to 7726.

If you think that you may have been a victim of this or any other type of scam, Together,
then contact your Bank immediately, which you can do by calling 159 and let’s StDp
report it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040. scammers.

For further information about Fraud, visit our website at Advice about fraud |
Kent Police

Remember, ABC:

W never Assume

W never Believe

w always Confirm
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Report a non-urgent crime online www.kent.police.uk/report
Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If you have a hearing or speech impairment, use our textphone service 18000.
Or text us on 999 if you've pre-registered with the emergency SMS service.

www.kent.police.uk n g



http://www.actionfraud.police.uk/
https://www.kent.police.uk/advice/advice-and-information/fa/fraud/
https://www.kent.police.uk/advice/advice-and-information/fa/fraud/
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Rogue Traders

We have seen several reports of Rogue Traders operating across the county,

particularly the Thanet area. PrEVenting fraud

Please be wary of cold callers offering to undertake work on your property as
this work may not be necessary or may not be completed to a satisfactory

standard and you may be overcharged and out of pocket. TDgether,
If seeking a tradesperson to undertake some work on your property, please let’s StDD
remember to always: sCcammers.
e Obtain at least three written quotes. Remem ber’ ABC:
o Ask family and friends for recommendations.
e Agree payment arrangements and start and finish dates in writing w never Assume
beforehand.

e Never pay in full until you are completely satisfied with the work. w never Believe

If you think that you may have been a victim of this or any other type of scam,
then contact your Bank immediately, which you can do by calling 159 and
report it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040.

w always Confirm

For further information about Fraud, visit our website at Advice about fraud | Kent Police

DOORSTEP
CRIME ALERT!

SEE IT - REPORT IT

Report a non-urgent crime online www.kent.police.uk/report
Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If you have a hearing or speech impairment, use our textphone service 18000.
Or text us on 999 if you've pre-registered with the emergency SMS service.

www.kent.police.uk n g



https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.actionfraud.police.uk%2F&data=05%7C02%7CStephen.Kelly%40kent.police.uk%7C28b23dad906f4ce417ed08dcf4003870%7Cf31b07f09cf940db964d6ff986a97e3d%7C0%7C0%7C638653528980006604%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=6psiik3gJUiB2d6reW0CTseeDcgqbBXHAj%2BNGYdB85U%3D&reserved=0
https://www.kent.police.uk/advice/advice-and-information/fa/fraud/
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Starbucks Fake Email Scam 10 STOP FRAUD"

Action Fraud have recently received over 900 reports about a fake email offering free Starbucks coffee gift
sets and all you needed to do was click on a link within the email.

However, clicking the link would only take you to a realistic looking website
under the control of the criminals, where they would look to steal you personal
and financial data.

Preventing fraud

Remember our ABC message of fraud awareness and Never Assume or Believe

a message etc. is genuine but always Confirm. So, if unsure, then contact the TUg eth er,

company using a trusted number, not one supplied within an email or text let's StDD

message. scammers.

If you get an email like this or any other suspicious looking emails, you can

report these by forwarding to report@phishing.gov.uk Remem ber: ABC:
If you think that you may have been a victim of this or any other type of scam, W never Assume
then contact your Bank immediately, which you can do by calling 159 and

report it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040. W never Believe

For further information about Fraud, visit our website at Advice about fraud |
Kent Police

W always Confirm

”‘POLE{ ActionFraud
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Starbucks fake emails [

Action Fraud has received 916 reports in the last two
waooks about phishing emalls offering Starbucks Coffee
Lovers Box. These emails state that the recipient can claim ﬁ
a free coffee bundie. The inks in the emad are designed to
steal your personal and financial information or downicad
malware oo your persona device

Congratulations!

WOW TO DEAL WITW SUSPICIOUS MESSAGES X You are a Winnes of a
Starbucks Colfee Lovers Box
If you have Soults AbOUT A MEsSANe, contact the organsation
| crectly, DON'E Law the numbees oF ACCHRsS in the message « $ Vo bune Butem vebocond a0 was of the Auky fow fe o
| use the detals from their official website. Your Bank (or any e Catios Lt B

+ other official source) will never ask you to supply personal '
1 Information via emald ‘
| Spotted a suspicious email? Forwaed it to the Suspicous Emall |

| Reporting Service (SERS)  report « phishing. gov.uk

Report a non-urgent crime online www.kent.police.uk/report
K t Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
e n In an emergency, if crime is in progress or life is in danger call 999

P I - If you have a hearing or speech impairment, use our textphone service 18000.
O IC e Or text us on 999 if you've pre-registered with the emergency SMS service.

www.kent.police.uk n g
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mailto:report@phishing.gov.uk
http://www.actionfraud.police.uk/
https://www.kent.police.uk/advice/advice-and-information/fa/fraud/
https://www.kent.police.uk/advice/advice-and-information/fa/fraud/
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Charity fraud 10 STOP FRAUD

Criminals may take advantage of our generosity when giving to charity. They may claim to be raising money
for a fake charity or impersonate a well-known one.

When you meet a fundraiser in-person, check their credentials:

Street collectors should wear an ID badge that is clearly visible.
Any collection buckets should be sealed and undamaged. Most fundraising materials should feature
a charity’s name, registration number and a landline phone number.

If in doubt, ask for more information — a genuine fundraiser should be

happy to answer your questions. PrE\fenting fraud
When giving online, make sure the charity is genuine before giving any
financial information:
Together,
Type in the charity website address yourself, rather than clicking on a let’s StDp
link, and look for the registered charity number on the website.
Do not click on the links or attachments in suspicious emails. sCammers,

Never respond to unsolicited messages or calls that ask for your
personal or financial details.

Beware of any online advertisements that just feature a mobile
number.

Remember, ABC:

W never Assume

Ignore requests to donate through a money transfer company as this
is a popular scam.
Only donate to online fundraising pages created by a person or

organisation you know and trust. If in any doubt, contact the charity W always Confirm
directly.

W never Believe

If you think that you may have been a victim of this or
any other type of scam, then contact your Bank
immediately, which you can do by calling 159 and
report it to Action Fraud at www.actionfraud.police.uk
or call 0300 123 2040.

For further information about Fraud, visit our website
at Advice about fraud | Kent Police

Report a non-urgent crime online www.kent.police.uk/report
Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If you have a hearing or speech impairment, use our textphone service 18000.
Or text us on 999 if you've pre-registered with the emergency SMS service.

www.kent.police.uk n g



http://www.actionfraud.police.uk/
https://www.kent.police.uk/advice/advice-and-information/fa/fraud/
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Fake Fixed Penalty Charges

T0 STOP FRAUD"

Just a reminder about these fake text messages. Preve nting fraud

The below parking fine or commonly known as a penalty charge notice is still
being received via text messages across the county and is a SCAM.

Do not click on the link, as it is designed to take you to a realistic website under
the control of the criminals where they will look to steal your personal and

financial data.

If you are not sure if a text message is
Awareness message ABC, which is nev

but always Confirm. In other words, contact the sender by using a trusted phone

number.

You can report Scam text messages by forwarding to 7726.

Unreed

Parking Penalty Charge Notice:

Please Pay a parking penalty charge notice
(PCN) issued by a local council.

If you do not pay a PCN within 28 days, you'l
get a ‘charge certificate’ and you'll have 14
days to pay the original fine plus 50% more.
If you do not pay you'll be prosecuted - you
may have to pay a bigger fine as well as
court costs.

Please pay your fine at the link after reading
the information.

https://grco.de/bf Nxxu?YtpB=ownCxjibeym

Thank you again for your cooperation.
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Together,
let’s stop
scammers,

genuine, then always apply our Scam Remem ber, ABC:
er Assume or Believe a message is genuine

W never Assume

W never Believe

W always Confirm

!
If you think that you may have been a victim of this or any

other type of scam, then contact your Bank immediately,
which you can do by calling 159 and report it to Action
Fraud at www.actionfraud.police.uk or call 0300 123 2040.

For further information about Fraud, visit our website at
Advice about fraud | Kent Police

Report a non-urgent crime online www.kent.police.uk/report
Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If you have a hearing or speech impairment, use our textphone service 18000.
Or text us on 999 if you've pre-registered with the emergency SMS service.
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